
Sonali Bank Limited

Request for Expresslon of Interest for setection of Chief

The CEO & Managing Director, Sonali Bank Limited invites proposals for
providing services as Chief Information Technology Offrcer (CITO) in the rank of
General Manager with full executive power, responsibility and accountability of the
Information Technology Division of the Bank from eligible Bangladeshi candidates
who must have qualifications and experiences mentioned below:
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Sonali Bank Limited is the largest commercial bank of the counury, emerged as a

limited company on 03.06.2007 by way of registering with the Registrar of the Joint
Stock Companies & Firms in Dhaka.

The Bank has started computerizing its branches since 1989 using Stand Alone

Banking Application Software. The Bank has a total of 1227 branches at home and

abroad including 02(two) overseas branches at Kolkata and Siliguri in India.

Besides the Bank has joint ventures and subsidiaries/sister concems in the name of
(a) Sonali Bank (UK) Ltd. in UK (b) Sonali Exchange Company Inc. to act as an

International Money Transmitter in USA. and (c) Sonali Polaris FT Limited,
associate company of the Bank entrusted in implementing CBS in the bank.

Sonali Bank Limited has been using Information Technology (IT) extensively for
its day to day business operations. A brief IT implementation status of the Bank is
given below:
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Total NumberArea/ SubjectSI
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A few are: -

4

In-house Application Software (35 +)

o CBS - Sonali Polaris FT Limited
o Ababil-(IslamicWindow)
o Card Management Software etc.

r SWIFT

5

3rd Party Application Software

In order to expedite the Process of in the Bank, to explore new

business opportunities by using state of art technology, to achieve sustainable

business growth, survival in a competitive environment and for implementation of
CBS in the Bank, the Authority desires to engage a CITO having sound IT, Banking

and business knowledge. He/she will exercise executive power of a General

Manager as may be delegated by the Board of Directors of the Bank.

The CITO's role is to provide vision and leadership for developing and

information technology initiatives. The CITO directs the planning

and implementation of enterprise IT systems in support of business operations in

order to improve cost effectiveness, service quality and business development. This

individual is responsible for all aspects

information technology and systems.
of the organization's new and existing
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KEY JOB RESPONSIBILITIES

bili
01. Provide guidance to the Bank's IT team for successful implementation of the

IT related recommendations made the
02.Play leadership role in the bank to introduce best practices in the field of IT

systems, networking and especially Online Real Time Banking (ORTB)

03.Lead/guide the Bank's IT team as well as the people working in the branches
of the Bank in ongoing implementation of Core Banking Solution (CBS)
including Altemative Delivery Channels like ATM, Mobile Banking, Agent

etc. in the Bank.Intemet
04. Provide leadership in creating awareness among Bank's officers/staffs about

CBS etc.

05. Provide leadership in ongoing implementation of Core IT platform, managing
existing systems and initiating changes that might be needed to conform to

uirements.
06. Evaluate user needs and system functionality and ensure that ICT facilities

meet these needs and to ensure the smooth running of all ICT systems
services and emailanti-virus

07.Help the Bank to implement IT strategy; create appropriate policies and
practices for disaster management planning; develop policies and procedures

for Bank-wide MIS
08. Provide visionary leadership in developing a sound management system for

of the information s temseffective
09.Help the bank to develop the IT infrastructure ofthe Bank and to extend IT

bank officers/staffs.
10. Conduct cost benefit analysis, taking into consideration associated risks and

security aspects in selecting appropriate hardware, software and other ancillary
for the Bank.

I l. Collaborate with planning and coordinating process of the bank with
information & communication services,

l2.Analyze the adequacy of hardware, software and network equipment in the

Bank's DC (Data Centre) and DRS (Disaster Recovery Site) and Review the
readiness of Data Centre (DC) and Disaster Recovery Site @RS) for

on of Centralized IT s ofthe Bank.

l3.Play key role in supporting the achievement of the business goals and to
optimize the policies and procedures relating to IT operations: to diagnose

area ofIT
14. Ensure effective data management and service and ensure statutory

of all IT services

l5.Advise to provide secured access to the Bank's network system for remote

users administer thereof.
16. Maintain up to date knowledge in respect of relevant state-of-the-art

and/or
lT.Introduce an efficient centralized MIS for the Bank.
l8.Review the SLAs (Service Level Agreement) that were executed or waiting for

execution with the different hardware & software vendors and to
appropriate step so that CBS can operate round the clock smoothly.
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19. Play key role in preparation of operational Manuals and implementation

Manuals for the IT related policy/regulations (i.e. IT system Audit manual, IT
etc. for the Bank.

2}.Play a key role in developing Information Security/Information Systems

Secwity best practices for the Bank and overseeing training of employees to
follow information security policies and develop information security
awareness.

2l.Review IT policy and ICT security policy of the Bank and provide guidance

and tion for the same.

22 ber Securi Govemance under of Board of Directors.
23. Evaluate Cyber Security Risks. Make plan to encounter cyber or technical

attack.
24.Crry out assessment of technological weakness and to prepare crisis management

25.Make lan to face risks that arise from services of third
26.Take up awareness and training program on Cyber security for all offrcers and

staffof the Bank.
2l.Take initiative for increasing awareness among Bank customer on online

transaction
28.Set up 24X7 active Information Security Operation Centre for monitoring

Bank's on line tems round-the-clock.
29.Take initiative for PCI-DSS certification.
30. Collect and preserve at least three months perimeters and core device log of

server and mission critical servers.

3 I . Comply with ICT Act of Bangladesh Govemment, Guidelines on Intemal Contol
& Compliance in Banks of Bangladesh Bank, the Intemal Control & Compliance
Policy of Sonali Bank Limited, the Guideline on ICT Security for Banks and
Non-Bank Financial Institutions of Bangladesh Bank, Information and
Communication Technolory [CT) Policy of Sonali Bank Limited" related
circulars issued time tg time by Sonali Bank Limited and its regulatory
authorities. In addition to that ensuring IT Audit & Inspection works to be carried
out consistently and efficiently and in accordance with ISO 27000 soies,
Supreme Audit Institution of Bangladesh (SAIB), Intemational Organization of
Supreme Audit Institution (ASOSAI), Information System Audit and Contol
Association (ISACA) and other recognized lntemational standards and guidelines
as and when risk and threat.e for future ICT

32.Conduct all activities related to formation and updating of ICT Audit &
Inspection policy, planning, manual, guidelines and directories of the

33. Advise to conduct different types of audits on ICT related activities in all
domestic and overseas branches and its sister concern companies according to
the annual audit & inspection plan (subject to the approval of the concemed
authori

34. Guide to conduct all kinds of audit/inspection/investigation and reporting,
instructed./advised/demanded by the Bank's regulatory bodies, BoD/ACBoD/
MANCOM / CEO&MD on ICT related Fraud and Forgery/ Embezzlement/
Serious Irregularities/ Malpractice or measuring the magnitude of
loss and risks in the concemed matter and place it before the higher
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35. Prepare and present information/report/Board Memo on audit and inspection
conducted by the Department following the order of higher authorities and
execute activities upon checking the information/report and necessary steps to

lement the decisions
36.Provide necessary data/information/report of ICT audit and inspection to the

GovernmenVSemi-governmenVAutonomous bodies/Competent authorities as

per their demand and interpreUreplyiexplain/recommend/opinions against their
channel

37.Follow up audit findings to ensure that management has taken corrective
s

38. Advise general and application control reviews for simple to complex
computer information systems and to manage crisis situations that may involve

technical hardware or software ems.

39. Detect data integrity, secrecy and security from intemal and extemal
attacks and threats.

40.Ensure & advise proper maintenance and development of
software and users adherence to software

audit
laws.

41. Coordinate and interact with external auditors, administrators, faculty, staff and
law enforcement officials as be uired to sati in court.

42 . Advise to assist and impart training to other audit staffs in ttre use of
audit techniques and in developing methods for review and

of information
43.Accomplishes financial objectives by forecasting preparmg an

annual etc
44.Play vital role and take proper steps to customize the CBS application as per

and Product Fitment Documentfor RJP
45. Collaborate with Division/Department Heads to enhance efficiencies within

their areas

46.Perform other obs as and when ed the s

The CITO will report & work in close consultation with the concemed Deputy
Managing Director and CEO & Managing Director of the Bank.

Tenure: Initially Three years

Age within 60 years (As on 25-10-2020).

Remuneration: Negoliable and consistent with other Banks' remuneration
packages for similar job.

Complete application must be submitted to the following address by 2511012020.

The application must have detailed curriculum vitae with a recent photograph,
copies of all academic and experience certificate, contact addresses (mail address,

e-mail, telephones), an appreciation of the assignment in one page and expected
monthly remuneration. Only short listed candidates shall be contacted for interview.

Bank reserves the right to accep or reject any application or annul the process

without assigning any reason.

Resource Development Division, Head office,
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